SWAP

INTERNAL AUDIT SERVICES
Helping Organisations to Succeed

Wiltshire Council

Wiltshire Council
Report of Internal Audit Activity

Progress Report 2024/25 — October 2024 / i

Internal Audit = Risk = Special Investigations = Consultancy

Unrestricted



Executive Summary

As part of our update reports, we will
provide an ongoing opinion to support
our end of year annual opinion.

We will also provide details of any
significant risks that we have
identified in our work, along with the
progress of mitigating previously
identified significant risks.

The contacts at SWAP in
connection with this report are:

Sally White Assistant Director
Tel: 07820312469
sally.white@swapaudit.co.uk

Becky Brook Principal Auditor
Tel: 020 8142 5030
becky.brook@swapaudit.co.uk

SWAP is an Internal Audit partnership
covering 25 organisations. Wiltshire
Council is a part-owner of SWAP, and
we provide the internal audit service
to the Council.

For further details see:
https://www.swapaudit.co.uk/

Audit Opinion, Significant Risks and Audit Follow Up Work

Audit Opinion

Based on the outcomes of recent reviews completed, we recognise that generally risks are well managed.
However, following the implementation of Oracle we have identified significant gaps, weaknesses and areas of
non-compliance within our work. We are able to offer a Limited opinion for this period for the Key Financial
Controls within Main Accounting, Accounts Payable and Accounts Receivable with an overall Reasonable opinion
for the remainder of the Council’s control framework.

We are working with the Director of Finance and Procurement (5151 Officer) and will be undertaking full follow
up reviews of the Key Financial Controls listed above to ensure that actions are completed. If agreed actions are
not completed in a timely manner, this may impact our end of year annual opinion which helps to inform the
Council’s Annual Governance Statement.

Since our last update report, we have issued a total of five limited assurance opinions, including the three listed
above, further details of which can be found in Appendix A on pages 8-12 of this report. One of these areas is a
potential high risk to the Council and further details on this can be found below.

Significant Corporate Risks

Following the Landlord Compliance Fire Safety — General Fund Assets review, we consider our findings to be a
potential high corporate risk as the Council is not fulfilling its legal obligations under Health and Safety legislation
which could result in harm to officers, contractors or the general public. Management actions have been agreed
to ensure that premises responsible officers are established at all locations and a single record source is
maintained on Concerto. We will follow up this area in line with our usual process and we will report the results
of follow up work to this Committee in due course.

We continue to monitor progress against the actions agreed for ICT Network Boundary Defences and will report
any relevant information to this Committee until the project is completed.
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Internal Audit Plan Progress 2024/2025

Our audit plan coverage assessment is
designed to provide an indication of
whether we have provided sufficient,
independent assurance to monitor
the organisation’s risk profile
effectively.

For those areas where no audit
coverage is planned, assurance should
be sought from other sources to
provide a holistic picture of assurance
against key risks.

@ SWAP Internal Audit Plan Coverage

The table below, captures internal audit coverage, mapped against the Authority’s strategic risks since January
2023. Furthermore, we have then overlaid the audit assurance outcomes of those risk areas that we have
reviewed. The Council’s Strategic Risk Register is reported to Cabinet and should be considered alongside this
table.

Strategic Risk Coverage Average Opinion of
(Completed Audits) | Completed Audits

WC ENO2 - Not on track for the Council to be carbon neutral by 2030 Reasonable

WC ENO3 - Increasing vulnerability to climate impacts

WC ES02 - Unable to meet demand for special educational needs or
disability (SEND) school provision

WC FI06 - Budget Management Reasonable
WC FI12 - Income Collection Adequate Reasonable
WC ITO3 - Cyber Resilience Reasonable
WC LGO08 - Information Governance Reasonable
WC LG22 - Impact of negative media/social coverage on the Council Reasonable
WC PCO1 - Limited capacity in the social care market Reasonable
WC PCO02 - Increasing cost of social care
WC PHO1 - Corporate Health, Safety and Wellbeing Reasonable
WC PLOZ2 - Failure to manage housing developing Reasonable

WC RO8 - Failure in Safeguarding Children Reasonable
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Internal Audit Plan Progress 2024/2025

Whilst we are reporting a gap in coverage against the strategic risk for SEND (ES02) there are other sources of
assurance and scrutiny as part of the Safety Valve Agreement. We continue to liaise with the S151 Officer and the
Director Education and Skills on a regular basis to determine when we need to provide additional independent
oversight of this area.

The identified gap for the strategic risk relating to climate impact (ENO3) does not currently have any internal
audit work programmed against it. The Climate Adaptation Plan is under review and will identify what work is
required to prepare the Council and the County for these climate impacts. We continue to liaise with the
Environment service following on from our Climate Change review and will continue to assess whether any work
in this area is required and valuable to the Council. An update on the Council’s response to Climate Emergency
was presented to Cabinet on 17" September.

There is work being undertaken by the Strategic Risk Working Group within the Council which is likely to result in
some further key changes to the strategic risk register. A set of draft risks was presented to Cabinet for information
at the meeting on 17t September with a full confirmed list to be reported at a future meeting.

We continue to work with the Corporate Directors and Directors to ensure that we provide comprehensive
coverage of the Council’s risks, and that our work aligns to the Council’s Business Plan objectives. As always
Members and Senior Officers of the Council are able to view our live rolling plan dashboard through SWAP’s audit
management software, AuditBoard, at any time.

If you choose to view our rolling plan dashboard in AuditBoard, you will be able to view our coverage split in ways
other than just the strategic risks of the Council including by Corporate Priority. There is also the facility to drill
through (right click within the coverage boxes) to view the audits that have contributed to that coverage and
average opinion.
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Internal Audit Plan Progress 2024/2025

We review our performance to ensure
that our work meets our clients’
expectations and that we are
delivering value to the organisation.

@ SWAP Performance Measures

Performance Measure Performance

Overall Client Satisfaction 99%
(Did our work meet or exceed expectations, when looking at our Communication, Auditor °
Professionalism and Competence, and Value to the Organisation)

Value to the Organisation
(Client view of whether our audit work met or exceeded expectations, in terms of value to
their area)

100%

el o S
e = rt work
99% FE)Cr)oJEess

I
Conduct and Findings
100% 98% 98% 100% 100%

S W A P SWAP work is completed to comply with the International Professional Practices Framework of the Institute of Internal Auditors, further guided Page 4
__INTERNAL AUDIT SERVICES by interpretation provided by the Public Sector Internal Audit Standards (PSIAS) and the CIPFA Local Government Application Note g

Helping Organisations to Succeed



Internal Audit Plan Progress 2024/2025

We monitor the Council’s
performance on implementation of
agreed actions.

@ Implementation of Audit Actions (as at 26 September 2024)

@ SWAP Open Management Actions Wiltshire Council

Audit Titl
e e | Not yet due | Due within 30 days | 1-30 days overdue 31-60 days overdue 61-90 days overdue 91+ days overdue ‘ Total
Actions
All v
68 18 ‘ 2 (Blank) 86
All ™ Open Actions by Directorate Open/Closed Actions
Strategic Risk Pricrity @1 ©2 @3

All s 46

Corporate Objective Complete @In Progress
All ™ Overdue Open Actions

21
Open Actions by Priority
= ol 3 (3.49%)
ac 83 (96.51%)
39 24
On Time @ Overdue
13
Open Actions with Extended Dates
1 37 (43.02%)
- 3
. e
- 49 (56.98%)
WC - People WC - Place WC - Resources WC - Legal & WC - Cross .
1 2 3 Governance Directorate No @ Yes

Since the last update the overdue actions have decreased from nine priority 1 and 2 actions to three actions across
all three priority ratings. We are now in the position to be able to report all priority actions to this Committee and
to proactively chase updates in the month before they become overdue. Engagement from officers remains good.
Actions with extended dates are subject to assessment and agreement by Management and Internal Audit.

A table of definitions for each action priority category is included on page 7 of this report.
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Internal Audit Plan Progress 2024/2025

Added Value

‘Extra feature(s) of an item of interest
(product, service, person etc.) that go
beyond the standard expectations
and provide something more while
adding little or nothing to its cost.’

@ Added Value

Cifas

We continue to work with the Council to identify and support services where use of the Cifas data matching service
could bring benefits.

Since the last report to this Committee, we have:

Continued to work with the Procurement service to implement Cifas alongside the new Procurement Act.
Explored the use of the Insider Threat Protect database with HR&OD, with a demonstration from Cifas
booked.

Worked with the Housing and Homelessness services who are in the early stages of introducing Cifas into
their business-as-usual processes.

Begun exploring the use of Cifas within Economy and Regeneration for Business Grants.

Added Value Activities

Data analytics was carried out to identify potential duplicate records within Homes4Wiltshire which have
been shared with the service.

Data analytics was carried out on User Access to the new Oracle system. A report of results has been
shared with the Finance Operations Delivery Manager for further investigation.

SWAP wide risk management benchmarking and provision of contacts in other local authorities to the
Corporate Support Manager.

Newsletters and updates

SWAP regularly produces a newsletter and other relevant updates for partners such as fraud bulletins, which
provide information on topical issues of interest.
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Internal Audit Plan Progress 2024/25 — Limited Opinion Audits APPENDIX A

The role of SWAP as the internal auditors for Wiltshire Council is to provide independent assurance that the Council’s risk management, governance and internal
control processes are operating effectively. In order for senior management and members to be able to appreciate the implications of the assurance provided within
an audit report, SWAP provide an assurance opinion. The four opinion ratings are defined as follows:

Assurance Definitions

No The review identified fundamental gaps, weaknesses or non-compliance, which require immediate action. The system of governance, risk management and
LEITELIM control is inadequate to effectively manage risks to the achievement of objectives in the area audited.

The review identified significant gaps, weaknesses or non-compliance. The system of governance, risk management and control requires improvement to
effectively manage risks to the achievement of objectives in the area audited

The review highlighted a generally sound system of governance, risk management and control in place. We identified some issues, non-compliance or scope for

Reasonable [ . e . . . R .
improvement were identified which may put at risk the achievement of objectives in the area audited.

The review confirmed a sound system of governance, risk management and control, with internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

In addition to the assurance definitions above we also provide an ‘assurance dial’ which indicates on a range of high medium or low where within the range of that
assurance a particular audit assurance sits.

Categorisation of Actions
Each action has been given a priority rating with the following definitions:

Priority 1 Findings that are fundamental to the integrity of the service's business
riori
Y processes and require the immediate attention of management.

Important findings that need to be resolved by management.

Priority 3 Finding that requires attention.
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Internal Audit Plan Progress 2024/25 — Limited Opinion Audits

Landlord Compliance Fire Safety - General Fund Assets — Final Report — August 2024

APPENDIX A

Wiltshire Council SWAP

— __INTERMAL AUDIT SERVICES

Audit Objective To provide assurance that all Council-owned General Fund Assets are safe and compliant with policy and legislation in relation to Fire Safety.

Executive Summary

Assurance Opinion Management Actions

The review identified significant gaps, Priority 1 1
Reasona weaknesses, or instances of non-

compliance, The system of 1

governance, risk management, and

Organisational Risk Assessment

Our audit work includes areas that we consider have a
high organisational risk and potential significant impact.

. ! Priority 3 2 Both senior management and the Audit Committes
control  reguires  improvement to . ) : )
. ) should consider key audit conclusions and resulting
effectively manage risks to the ouTCOmes
achievement of objectives in the area Total 4 :
audited.
Key Conclusions Audit Scope

We have reviewed the following:

Responsibility for fire and evacuation drills are not clearly delegated at all sites and there is no clear process
in place to ensure officers are aware of their role. This was also raised in a Health & Safety audit in 2019.
With no responsible officer designated on site the Council is not currently complying with its legal duties
which could result in harm or fatality to Council officers, contractors and members of the public.

The Council has one accredited fire risk assessor, who is currently on extended sick leave. Assessments
have not been conducted in their absence, and we discovered that 15% of Fire Risk Assessments are
overdue, which will increase during their absence. The Council is currently in breach of Fire Safety
legislation.

Processes are in place to track the Fire Risk Assessment due dates and regular meetings are held to review
and ensure that remedial actions are addressed.

Other Relevant Information

The Council's policy framework for fire safety checks and
records to ensure compliance with the Health & Safety at
Waork Act and Buildings Safety Act;

Records are held to support compliance with fire safety
checks;

Fire risk assessments and routine evacuation procedures
are conducted and responsible persons, such as Site
Managers, are appropriately trained for each site;
Management oversight, reporting of KPIs and breaches of
regulations; and

Contract management, monitoring and reporting,
including assurance ower the competency of staff
undertaking the checks.

The outcome of this review will be reported to Audit & Governance Committee at the October meeting. Management will be required to present the action plan if requested by the
Committee or $151 Officer. Actions have been agreed and will be monitored in line with the timescales identified. Full details are available in the Findings and Action Plan document.
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Internal Audit Plan Progress 2024/25 — Limited Opinion Audits APPENDIX A

Procurement Processes — Final Report — May 2024 Wiltshire Council %;Muém!?

Audit Objective An end to end review of the Council's procurement processes and readiness for new legislation to provide assurance that appropriate controls are in place.

Executive Summary
Assurance Opinion Management Actions Organisational Risk Assessment

Priority 1 o Qur audit work includes areas that we consider have a medium

Significant  gaps, weaknesses or non- organisational risk and potential impact.

compliance were identified. Improvement 2
is required to the system of governance,
risk management and control to effectively
manage risks to the achievement of
objectives in the area audited. Total 3

Priority 3 1 The key audit conclusions and resulting outcomes warrant
further discussion and attention at senior management level.

Key Conclusions Audit Scope

The service recognised that there were control weaknesses and implemented a new end to end procurement The scope of this audit was limited by the gaps in the
process approximately six months ago. This has resulted in notable improvements within the Procurement  information held in the contract management database.
Team, however, there remain gaps in the information held in Atamis relating to contracts which implies that
services are not engaging with Procurement as required by the Council's Constitution, for contracts over  We have reviewed:
£25,000, *  Readiness and preparation for the new legislation -
expected to be introduced in 2024;
The Procurement Strategy and ather procurement related palicies and pracedures have not been updated  *  Adherence to the Council's own rules and regulations
for a significant period of time and refers to incorrect legislation. This was fully recognised by the service prior (Constitution) including Records of Officer Decisions;
to audit and there are plans to update the documentation by September 2024, * The efficiency and effectiveness of the Council’s
procurement processes; and
*  Decizsion-making throughout the procurement process.
Reliance has been placed on management knowledge across service areas to ensure arrangements can be
made in the event of supplier failure. Establishing and documenting contingency plans ensures that the  Post procurement activities will be the subject of & separate
service can prioritise and plan for the most significant risks, develop response plans, and maintain clear  rewview and Contract Management has been added to the
lines of communication throughout the disruption Rolling Audit Plan in preparation for this.

Next Steps

The Head of Procurement recognises that there is further work reguired to ensure that all service areas are complying with Contracts Procedure Rules and Regulations, including the
storage of relevant records. The new end to end process which has been introduced will be championed by the Business Partners. A further audit relating to Contract Management has
been added to Rolling Audit Plan which will be undertaken in 2025.
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Internal Audit Plan Progress 2024/25 — Limited Opinion Audits APPENDIX A

Accounts Payable - Post Oracle Go Live — Final Report — August 2024 Wiltshire CounE“ %Emnémf

Audit Objective To ensure key system controls are operating effectively and that the risk of fraud, error or corruption is minimised.

Executive Summary

Assurance Opinion Management Actions Organisational Risk Assessment
The review identified significant gaps Priority 1 o ) : )

. € £ans, Our audit work includes areas that we consider have a
weaknesses, or instances of non- . o . o

. 5 medium organisational risk and potential impact.

compliance. The system of governance, - - )
i X . . The key audit conclusions and resulting outcomes warrant
risk management, and control reguires Priority 3 3 _ ) ) )
X - X further discussion and attention at senior management
improvemnent to effectively manage risks level
to the achievement of objectives. Total 8

Key Conclusions Audit Scope

The Oracle Finance System was implemented in November 2023 and this audit has found that there are  The depth of testing, and subseguent assurance of this audit,
effective system controls for the ordering and payment of transactions for accounts payable. However, the  Was limited by the availability of reports available from Oracle.
strategic overview through monitoring reports is in its infancy with further work required. The Finance

Operations Delivery Manager is aware of the requirement to develop the exception reports and is actively The audit has reviewed the following:

working an these, which will include new and amended vendor bank details and duplicate payments. *  Guidance and process documentation;

*  Segregation of duties, approvals and autherisation
There is a need to develop and maintain a process for the menitoring of invoices on hold, non-purchase lirnits;
order spend, rejected items on payment runs and one time payments. There are 2,326 transactions »  Purchase order invoices;
totalling in excess of £2 million with an “invoices not paid” status as at 30% June 2024. There are 1,990 *  Processing of Pro-Forma Invoices;
transactions for one time payments where mare than one payment has been made to 824 individuals or * endor management and creditor master file data;
suppliers. No report is currently available to identify the amount of non purchase order spend. s Duplicate payments;

*»  Monthly exception reports; and

Through Procurement monitoring of off contract spend it has been identified that good/services are *  Payment runs

potentially being assigned to contracts on Oracle incorrectly.

There is currently no process in place to ensure invoices are paid on a timely basis when the approveris  There was no report within Oracle to identify non purchase
on annual leave or extended sick leave. ICT has been requested to work on a solution to action  order invoices and so this area has not been tested.
substitutions when individuals are absent to ensure that transactions continue to be authorised within - User Access will be reviewed and reported on as part of the
Oracle. Main Accounting Audit.

Documentation to guide the processes with Accounts Payable from requisition through to payment runs
is not complete and should be incorporated into the Finance Manual.

Next Steps

Detailed findings are included in Appendix 1, Findings and Management Action Plan which will be followed up in accordance with SWAP's standard procedures. The outcome of this
review will be reported to Audit & Governance Committee and management will be reguired to present progress against the action plan.
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Internal Audit Plan Progress 2024/25 — Limited Opinion Audits APPENDIX A

Accounts Receivable - Post Oracle Go Live - Final Report — September 2024 Wiltshire C_OU_’_"_C_'I SWAP

e — INTEFNAL AUDIT SERVICES
i al [

Audit Objective To ensure key system controls are operating effectively and that the risk of fraud, error ar corruption is minimised.

Executive Summary

Assurance Opinion Management Actions Organisational Risk Assessment
The review identified significant gaps, Priority 1 1
weaknesses, or instances of non- Our audit work includes areas that we consider have
compliance. The system of 2 a medium organisational risk and potential impact.
governance, risk management, and 1 The key audit conclusions and resulting outcomes
control  requires  improvement  to warrant further discussion and attention at senior
effectively manage risks to the management level.
achievement of objectives in the area Total 4
audited
Key Conclusions Audit Scope
There is no effective debt recovery process in place, and no actions have been taken since Oracle was introduced.  The audit reviewed the following:
The debt level in SAP as at 12 October 2023 was £16.87m (though just four public sector and developer invoices *  Guidance and process documentation;
accounted for £9.95m of this total). We requested an aged debt analysis from Oracle and as at 16% August 2024 we *  Segregation of duties;
were unable to obtain an accurate report due to a number of direct debits not being loaded for previous months. *  System access to Oracle;
*  Raising of invoices and credit notes;
Additionally, there is no guidance on debt recovery processes, which was identified in the 2018 Corporate Debt o Arrears of debtors and write offs process and
Management review and remains unresolved. This lack of recovery impacts budget monitering and may lead to reporting and monitering of debt position;
year-end overspends as services are unaware of the debt until it is written back to their budget. s Reconciliation of debtors.

All new and amended customer accounts must be approved by an Accounts Receivable officer, but the required
level of checking is not explicitly stated in policy nor consistent in practice. Accounts Receivable officers have
enhanced functionality within Oracle to perform duplicate checks on existing customer accounts, and a consistent
approach should be applied to prevent errars, which can hinder debt recovery and increase administrative burdens.

User Access will be reviewed and reported on as part
of the Main Accounting Audit.

There is no regular reconciliation process to ensure correct posting of payments from the Cash Receipting system
to the Debtors system, necessitating the development of such a process and a full reconciliation since Oracle ERP's
inception. We have been informed that as of 17 September 2024, these reconciliations are now taking place. We
will seek supporting evidence in due course to enable this action to be closed.

Next Steps

Detailed findings are included in Appendix 1, Findings and Management Action Plan. A management action plan has been agreed and will be followed up in accordance with SWAP's
standard procedures. The outcome of this review will be reported to Audit & Governance Committee and management will be reguired to present progress against the action plan.
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Internal Audit Plan Progress 2024/25 — Limited Opinion Audits

Main Accounting - Post Oracle Go Live — Final Report — September 2024

Audit Objective

Executive Summary

Assurance Opinion Management Actions
The review identified significant gaps, Priority 1 1
weaknesses, or instances of non-

compliance. The system of governance, 4

risk management, and control requires
impravement to effectively manage risks
to the achievement of objectives in the
area audited.

=

Priority 3

Total 9

Key Conclusions

A

Next Steps

Bank reconciliations have not been finalised since the Oracle go live date so whilst the values have been
reconciled the underlying investigations have not taken place. A new method of carrying out the
reconciliations is required as the previous process used with SAP is no longer effective.

There is no daily monitoring being undertaken to verify that the totals from the Civica cash receipting
system match the totals imported into the general ledger.

As reported in the Accounts Payable and Accounts Receivable audits, there is no Finance Manual in place
which is required by Section 9 of the Council’s Constitution.

User Access has not been reviewed since Oracle has gone live. Analysis shows users with an excess of roles
assigned and this needs to be reviewed and rectified.

The Miscellaneous suspense account has not been cleared and holds a significant number and value of
items. This has been an ongoing issue since before Oracle was introduced, whilst there is movement of
items occurring there remains a balance of £346k in the miscellaneous suspense account which is not being
accurately accounted for such as in budget management and debt payments, for example.

There are processes which require improvement such as:
- A process to review changes to accounting periods;
- Acentral register for direct debits;
- Consistent journal control check reports; and
- Ensuring all reconciliations for Civica have been completed and retained.

Wiltshire Council

APPENDIX A

SWAP

INTERNAL AUDIT SEAYICES

To ensure key financial system controls are operating effectively for Main Accounting and that opportunities for error, fraud or corruption are minimised.

Organisational Risk Assessment

Our audit work includes areas that we consider have a
medium organisational risk and potential impact.

The key audit conclusions and resulting outcomes warrant
further discussion and attention at senior management level.

Audit Scope
This audit has reviewed the following:
e (Carry forward of balances;
Suspense accounts and control accounts — VAT,
Creation and authorisation of journals;
User access to Oracle;
Bank reconciliations; and
Processing of direct debits.

We have excluded from the scope of this review:

»  Budget monitoring;

»  Procurement cards; and

= Petty cash/imprest accounts.
These areas were excluded due to the number of issues
identified in the other areas.

Separate reviews will be undertaken on these areas.

Detailed findings are included in the Findings and Management Action Plan. The agreed actions will be followed up in accordance with SWAP’s standard procedures. The outcome of
this review will be reported to Audit & Governance Committee and management will be required to present progress against the action plan.
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